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Abstract - In the globalized era, daily activities largely depend on smart services like E-marketing, Smart health care, E-
farming, Smart home, Smart waste management, Smart emergency services, etc. Most activities become smarter with the
Internet of Things (loT) support. Day by day, the diapason of the IoT application sphere increases exponentially. This
flourishment of 10T brings lots of security issues. Because the Internet of things is a resource constraint device, it has limited
resources like minimum storage capacity, less battery backup, limited speed of processing, etc. in these phenomena, the
conventional security filter will not perform. to hold the security aspect of 10T tightly, there is a need for a very lightweight
encryption technique, authentication technique, and a modified architectural framework. in this paper, the existing
architectures, threats, and vulnerabilities of 10T are studied and analyzed. Along with that, the recent empirical review of

remediation security measures on loT deployment is discussed. Furthermore, a security architecture has been proposed as a

countermeasure to enhance the security of the 10T deployment, and a combined protocol stack is elaborated.

Keywords - Attacks on 10T, Internet of things (IoT), Security threat, Vulnerability.

1. Introduction

According to the ITU (International Telecommunication
Union), the Internet of Things (1oT) is defined as a global
infrastructure for the Information Society, enabling advanced
services by interconnecting (physical and virtual) things
based on, existing and evolving, interoperable information
and communication technologies [1]. in today’s world, the
dependency on 10T devices is increasing day by day.

In 1980 RFID was the fundamental technology for IoT.
the attached RFID tag chip transmits its identity value to an
RFID reader to track, maintain, and monitor the objects
through wireless communication. During this period, RFID
was used in logistics, supply chain management, retailing,
etc. [2]. Later in 1990 Wireless communication network
came, which used intelligent connected sensors to collect the
environment’s raw data and monitor the system. Monitoring
Applications of WSN are Healthcare Monitoring, Traffic
monitoring, etc. [3],[4]. in 1999 Kevin Ashton first
introduced the Internet of Things (IoT) as an object of the
global network while explaining a supply chain application
where 10T devices were connected with RFID [5].

Afterward, the journey of IloT started with the
advancement of technology from smart home to industry,
agriculture to animal farming, transport to connected
healthcare, smart retail application to supply chain

management, smart wearables to the smart security system,
etc.

As the number of domains increases, security threats are
also increasing exponentially. All 10T devices are resource-
limited and operated in open spaces where security is very
low. This situation always invokes the intruder to do
malicious activity on them.

To make the 10T deployment secure, it is required to
tight three areas: 1) Secure data communication over the loT
environment, 2) adopt an efficient authentication technique
that can authenticate the legitimate parties for further
communication and secure the system from various attacks,
3) design a secure system architecture and protocol stack
which can protect the 10T ecosystem from various hazards. in
this paper, the main focus is on the third category.

The Contributions of the paper are as follows:

e Discussing the components of 10T and giving light on
the basic layered architecture and communication
structure of 10T application (Section 1)

e Elaborating the upcoming security threats &
vulnerabilities associated with the loT environment
(Section I11).

e Empirical review of countermeasures to enhance the
10T deployment (Section V).
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Proposed a generic ten-layered architecture which can
be an improvised version of the existing basic
architecture to enhance the security of the IloT
applications, and a combined secure protocol stack is
elaborated (Section V).

2. All about the Internet of Things
2.1. Elements of loT

The device should contain the following elements to
offer the Internet of Things functionality.

2.1.1. Identification

A device or object can be identified within a network.
Identification can be possible in two ways i) naming and ii)
addressing. Electron product codes (EPC) and ubiquitous
codes are utilized to offer the name of an object in a specific
network [6]. IPv4 and IPv6 are used to give a unique address
to the particular device. IPv6 uses 128-bit address space. It
can address the upcoming demand.

2.1.2. Sensing & Actuating

The 10T end-node devices are implanted with sensors
and actuators. A sensor senses the real-time information from
the environment and sends the same data to the cloud for
further processing. After analysis, if any control information
comes, the actuator will follow that command and perform
the specific action.

2.1.3. Communication

Communication is the essential activity of 10T. Various
techniques are used to communicate the data inside the 10T
environment. Radio Frequency Identification (RFID),
Bluetooth, Long-Term Evolution (LTE), Near Field
Communication (NFC), WiFi, etc., techniques facilitate the
communication in loT deployment [7],[8].

2.1.4. Computation

After data collection, various computation operations are
performed on the collected data. They are removing
unnecessary information, cleaning, filtering the data, etc. All
kinds of computations are performed at the hardware level by
Arduino, Raspberry Pi, and Intel Galileo or at the software
level with the help of various loT operating systems such as
TinyOS, Android, LiteOS etc.[9].

2.1.5. Services

Generally, the Internet of Things provides five
categories of services. the first one is Identity services which
either provide the object's identity or identify from which
identity source the request has come. the second is the
Aggregation service which collects information from several
objects and processes them. Third is collective services
which take the decision from the result of data analysis and
send an appropriate request to the specific device based on
the result. the last is ubiquitous service which takes action
without observing the surrounding.
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2.1.6. Semantics

It behaves like the brain of the system. It performs the
ultimate responsibility to satisfy the end-user demand. Based
on the collected data, take the decision and sends proper
responses to the customers.

Fig 1. (Color online) Elements of 10T

2.2 Basic 10T Architecture used by different applications
2.2.1. 10T Architecture

There is no standard architecture for the IloT
environment which is recognized globally. the different
researcher has presented various application-specific multi-
layers of architecture for 10T deployment. the architecture
layer depends on technology, business technical
requirements, and needs.

The basic architecture has three layers [10].

1) The perception layer or sensor layer is a physical layer
or recognition layer. the main components of this layer
are sensor that collects information, including
environmental condition and properties of objects, and
identifies and control the world. It is used as a bridge
between the real world and the digital world.

2) The network layer: the main role is to connect all the
smart things, network devices, and networked servers
under one umbrella so that they can share information. It
provides faithful data transmission after initial
processing, classification, and polymerization. the
network layer is called the Central Nervous System,
which provides worldwide services of loT.

3) The application layer is the Outer-most layer which
affords personalized services to the end-users. Users can
access these physical things or the internet of things
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remotely through some application with the help of
mobile devices.

The International Telecommunication Union states that
the loT architecture must have five layers. They are the
sensing layer, accessing layer, networking layer, middleware
layer, and application layer. Yang et al. [11] proposed the
loT system architecture with four layers. It includes one extra
layer that is support layer. It analyzes, processes, and stores a
large amount of data from down layers. the support layer
provides security features to loT architecture. This layer
checks whether the information is coming from an
authenticated user or not and transmits the verified data to
the network layer. Here the medium of transmission is either
wireless or wired.

Some researchers proposed five-layered architecture,
which includes extra processing and semantic layers [12] to
add extra features to the system.

The processing layer is alternatively known as the
middleware layer. It also analyzes, processes, and stores a
large amount of data from the network layer. the layer
removes the extra information, extracts the original data from
that, and helps solve the big data problem of 10T.

The semantic layer is also called a business management
layer. This layer uses various technologies to offer essential
services to the end-users, such as data mining, business
intelligence, visualization, analysis, and decision-making. It
helps in sales activities /support work.
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Fig 2. (Color online) Different layered architectures of 10T

Based on requirements, the different researcher focuses
on a different layered architecture.

2.3. 10T Communication structure

(Figure 3) describe the communication structure of loT.
the 10T communication network has a two-part local
network/ subnetwork and a global network. It contains
mainly physical objects or things, and Edge routers,
gateways, Cloud servers, 10T services, and device controllers
[13].
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Fig 3. (Color online) Communication 10T infrastructure

The Low power Things or devices are embedded with
sensors, actuators, communication interfaces, operating
systems, and other services. Sensors collect data from the
environment, and the actuator also takes necessary action and
shares the information with other devices.

Edge Nodes or Coordinators are used to connect devices
to a gateway. One or more devices can be connected with an
Edge node. It collects data from them and routed the packets
to a proper channel through one or more edge nodes or a
gateway node. It does analysis and few preprocessing works
before sending to deeper data mining intelligence. the main
duty of an edge node is to monitor the devices, send a
summary of the periodical activity of actions, and provide
events to the 10T service provider.

Gateways Node is a multiprotocol device. This device
works like a bridge between the local networks and the
cloud. It provides routing infrastructure between device
subnetworks and things to a cloud server. It is responsible for
identifying the valuable data from the huge amount of raw
data collected from sensors. the gateway performs local
analytics and sends the result to the data center or cloud. If
required, it sends the analytics to edge devices to control the
environment condition.

10T services is a software application hosted in the cloud
so that all Users can access the 10T devices remotely. This
service provides Process automation, device management,
and decision making.

Cloud Servers: 10T system gets huge shared data
storage, processed data, and processing power from the
cloud. in all 10T applications, there is the two-part one
collecting data and developing some mitigating action to
control the situation. the second part is initiated in the cloud
after performing lots of analytics to get useful information.

Device controller, with the help of these devices, the
user can issue commands for different 10T applications. in
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smart parking, a user can access the application through
smart mobile or tablet.

3. Security Threats & Vulnerabilities of 10T

Today everybody knows that 10T is a proactive, scalable
worldwide network infrastructure where all network devices
and things have virtual representation and are connected to
the internet and with each other and provide intelligent
integrated communication services. It is a growing network
where the no of devices grows exponentially. A few years
ago, only a few areas like meter reading, greenhouse
monitoring, telemedicine monitoring, and transport system
were getting intelligence from loT [14]. Now almost every
sector offers interconnection of things and provides global
communication through the internet. Due to this, the entire
0T ecosystem comes under the threat of security in terms of
privacy, unauthorized access, and more. Which brings lots of
challenges and threats to security in terms of privacy,
unauthorized access, and more

3.1. Security Threats
The main security threats in the 10T sector are:

3.1.1. Confidentiality

Unauthorized access of a user's confidential data is
called the invasion of user privacy, which threatens
Confidentiality [15].

3.1.2. Integrity

When data is transmitted through a public channel, it
may be changed by the intruder or the malicious users or by
the improper channel properties like electromagnetic
disturbances. All of this threatens the integrity of data [16].

3.1.3. Availability

Denial of Service attack or DoS attack and Sinkhole
attack control the natural flow of data, block the information
available to the end-user, and create an Availability threat
[17].

3.1.4. Authenticity

It is related to the Authentication threat. Unauthorized
access to confidential data can destroy the integrity of
personal information. Authenticity is very much important

3.1.5. Non-Repudiation

In an loT environment, non-Repudiation means trustful
communication, which can be under threat when there will
be loss of connection, improper medium, constrained
resources, etc. [18].

These security requirements are very important to
provide end-to-end protection for 10T paradigms.

3.2. Vulnerabilities of the Internet of Things
0T devices are always vulnerable to threats due to their
limitation of power and constraint memory capacity.
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According to research analysis of loT security, loT
Vulnerabilities are classified into nine types [19].
3.2.1. Lack of Physical security

Most loT end-node devices work in an open

environment, where anybody can do any malicious activity
on them. They can get unauthorized access to them. and may
damage the device physically and modify the cyber data by
using some schemes [20],[21].

3.2.2. Inadequate Energy Harvesting

By characteristically, 10T devices are energy constraints.
They cannot rejuvenate the energy automatically. An attacker
may try to evacuate the energy by sending lots of fake
messages and making the system down [22],[23].

3.2.3. Improper Authentication

Inefficient authentication strategy leads to various
spiteful activities. It spoils data integrity, Confidentiality, and
availability [24], [25].

3.2.4. Excess open ports

Most 10T devices are used as input devices. It will sense
the environment condition and collect real-time data. But the
main disadvantage is that all the devices have some
unnecessary open ports, which invite the attacker to create
some malicious activity [19].

3.2.5. Inefficient Encryption of data

Proper encryption techniques provide data protection
and data transmission security so that an authorized user can
only access it. If an attacker breaks the cryptosystem, they
will get access to the system [26].

3.2.6. Improper Auditing mechanism

Some Security auditing frameworks ensure the security
of 10T devices. But there is no proper auditing framework
that can audit the three components of wvulnerabilities
combinedly: i) communication of 10T devices, ii) hardware,
and iii) software/firmware. Some commercial tools are the
Shodan API, which filters the connected devices to the
internet, and loTSploit, which does vulnerability checking
and firmware analysis. Barbara provides consultation to loT
devices about a software security threat.[27]-[28],

3.2.7. Weak access control

Lack of user knowledge makes the system vulnerable.
Most of the time, 10T devices use less complex passwords.
the installation users are not instructed to change the login
credentials. Hence attackers gain access to the entire system
[28].

3.2.8. Not proper programming practices
Due to this, many attackers get unauthorized access to
the system. Do the information modification [29].

3.2.9. Lack of proper patch management capabilities
Most 10T systems do not provide security patches in a
particular time interval. Sometimes they don’t have an
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automated patch updating facility also, and if it is available,
it can’t guarantee data integrity [29].

4. Empirical study of Countermeasures against

security threats on 10T

This section gives an overview of empirical analysis of
related research papers on security, privacy, and solution to
tackle different threats to the 10T paradigm.

Keoh et al. [30] reviewed the standardization of security
solutions for 10T infrastructure. They gave an overview of
the efforts of the Internet Engineering Task Force (IETF)
toward standardization. the interoperability of IoT devices
will work properly when standardized communication
security is there. in the end, they discuss some
standardization techniques that can work with CoAP
(Constrained Application Protocol) and enrich the Datagram
Transport Layer security protocol.

Krishnaraj and Sangeetha [31] explained data privacy
preserving techniques for the IoT environment. Various
cryptographic techniques and privacy management processes
are elaborated with present threats and vulnerabilities.

Pongle et al. [32] developed an intrusion detection
system in different works. It can detect the Wormhole attack
and attacker. the system first uses the location details of the
node and its neighboring information to detect the attack and
then identifies the attacker node by signal strength. the
proposed scheme is very energy efficient.

Further, Mahmood et al. [33] presented a lightweight
authentication protocol for the SmartGrid environment using
the hybrid Diffle-Hellman technique, which includes AES
and RSA for session key generation, and took advantage of
the HMAC technique. in a Smart grid, all smart homes are
equipped with a smart meter that records the customer’s
consumption details and sends the information to the service
provider. Some access controlling technique is essential to
protect this smart device from unauthorized access. This
scheme provides authentication and protection against Man-
in-the-Middle attacks and replays attacks. the proposed
technique reduces the communication cost and computation
overhead in the handshaking process by 20% to 30%.

H et al. [34] developed a new security model for the
RFID system, which protects against attacks through a
proper authentication scheme, including Quantum key
distribution. Optical fibers distribute the quantum keys
among RFID tags, readers, and EPC servers and provide
authentication between them.

Tewari et al. [35] also proposed a lightweight
authentication technique for tagged 10T things in a similar
domain. It provides secure communication through insecure
mediums and protects them from attacks such as DDOS,
Tracking, Replay, etc. the proposed scheme uses only bitwise
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operation twice, providing another level of security from
Tango attacks.

Stephen et al. [36] presented an Intrusion-Detection-
System (IDS) that can identify the sinkhole attack. It uses
detection metrics to record all outgoing and incoming
packets and provides an Intrusion Ratio (IR). This IR value
helps to find out whether a router node is malicious or not.
IDS system sends the alert information to the leaf nodes.

Lin et al. [37] elaborated a new concept. He showed two
kinds of communication models in the loT world. One where
the user can directly connect with an authentication server
and another one where the user can connect with a special
device instead of a gateway server. They proposed an
integrated authentication technique that can protect against
most attacks such as password guessing attacks,
impersonation attacks, replay attacks, etc.

Further, Faurkanet et al. [38] developed a Deep learning-
based approach to find the routing attacks on Big data. Here
the proposed model can detect Decreased rank attacks,
version number attacks, and Hello-Flood attacks which are
coming under routing attacks. in this article, they have used
the Cooja loT simulator to develop an attack dataset. the
attack dataset (IRAD) has 64.2 million values. the proposed
model trained with the dataset and showed a scale-up
performance.

The study by M.A Uddin et al. [39] designed a
continuous Remote Patient Monitoring infrastructure. Here
Patient-Centric Agent (PCA) is the central part of the system.
PCA uses blockchain to store patient data to maintain
privacy, share information among healthcare professionals,
and integrate electronic health records through real-time
patient monitoring. PCA maintains more than one blockchain
for the same patient, reducing energy consumption while
modifying the prefix tree blockchain.

Again, Gang Lin et al. [40] proposed a new concept.
They designed a game model which analyze the attack
benefits between the attacker/intruder and the defender. to
help the defender, they proposed an enhanced-distributed-
low-rate attack-mitigating (eDLAM) mechanism. It uses a
lightweight malicious-request-table (MRT) and forwarding-
state-table (FST). Here an optimal threshold updatation
method is used by eDLAM, which provides maximum
defender utility. in the end, the eDLAM is evaluated with the
help of a false-negative rate and false positive rate and
provides enhanced performance.

The study conducted by Dammak et al. [41] proposed a
lightweight Authentication technique, TBLUA (Token-Based
Lightweight User Authentication), to secure the access
control between the user and smart devices through the
Reservation Server and Registration Authority for a
particular interval of time. Here they had used lightweight



Srabana Pramanik et al. / IJETT, 70(6), 155-164, 2022

XOR and hashed function, which enhanced the performance
analysis compared to others.

Alternatively, Mostafa et al. [42] proposed an
authentication procedure to authenticate the loT end-node
devices and the authentication server. Not only that, it
established a private session key agreement too. They have
used Physical Unclonable Functions and Hashing algorithms
for this purpose. the proposed scheme scales up concerning
memory storage, energy consumption, communication
overhead, and computation complexity.

Ambarkar and Shekokar [43] proposed an authentication
technique that can block the unauthenticated node to protect
the 10T infrastructure from numerous attacks. the technique
is tested against attacks like hello flood attacks, version
number attacks, rank attacks, etc.

The important security requirements are collected from
ten 10T applications during the security requirement analysis.
It is observed that among ten applications, except SmartGrid,
all applications need proper authentication, data availability,
and services as an important security requirement. Figure 4
shows the fact clearly.
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Fig 4. (Color online) Security requirement of l1oT Applications

According to Ning and Wang's [44]’s proposed
architecture, the entire work follows the human brain
mechanism. the reference architecture had three parts. Every
part worked according to the human brain organs.

Bonomi et al. [45] proposed a layer-based Fog
architecture that had a few extra layers, such as monitoring,
storing, and pre-processing layers as extra layers along with
the basic three-layered architecture. These extra layers
brought additional features to the proposed system.

The study conducted on IoT architecture by Burhan et
al. [46] demonstrated the recent security issues of 10T layers.
to overcome that, they designed a six-layered reference
architecture to fight against upcoming threats.

A recent study by Pena and Fernandez [47] explained a
new architectural model for cloud IoT platforms based on the
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blockchain concept, which provides a security safeguard
from upcoming attacks.

Many researchers take various security measures to
enhance and rectify security flaws. An improvised
architectural model is elaborated in the following section,
which can resolve most of the security flaws.

5. The Proposed Security architecture and

Protocol stack
5.1. Proposed Architecture

After an in-depth analysis, a Layered security
architecture (IoT) is proposed, which can protect the loT
infrastructure from many attacks. It has 10 layers. Following
are the ten layers of architecture. (in Figure 5).
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5.1.1. Device layer or Perception layer

This layer contains physical sensors and actuators to
collect the environment's real-time data and convert them
into digital format before sending them to the upper layer. If
the data exceeds a threshold value, then after getting a
response from the upper layer, the actuator can perform some
specific action also.

5.1.2. Tracking layer

This layer is known as the monitoring layer. It will
observe and checks the identity of all objects. After
collecting the information from the sensor, the layer will
verify whether the data is corrupted or not. Then it will pass
the data to the next level.

5.1.3. Pre-processing layer

The initial processing is done through Filtering and
analyzing the sensor data.

,[ Prepares Business data

Business Layer

Application Layer Provides services to end-user customers

Provides API for computation and
management of data

Middleware Layer

Service Management Layer

]—0[ Makes decision and delivers the services ]
i

Data transfer, Cloud computing and data ]
&

Data abstraction Layer
management

Security Layer

Temporary Storage Layer ]—»[
Device Layer ]—9[

Fig 5. Proposed 10 layers of Security Architecture
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Connects physical devices to collect real time
data

5.1.4. Temporary Storage layer
Removes the duplicate data and maintains the temporary
storage.

5.1.5. Security layer

Before sending the data to the data abstraction layer, the
present layer maintains the security and fixes the integrity
and privacy of data through proper Encryption/decryption.

5.1.6. Data abstraction layer

Transfer the data of the object layer through different
technologies like ZigBee, Bluetooth low energy, infrared,
GSM, WiFi, etc. Cloud computing and data managing works
are also performed in the presentation layer.
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5.1.7. Service Management layer

This layer pairs the requester's name and address with
the required service. It processes the data sent by the Data
abstraction layer, makes the decision, and delivers the service
over the network.

5.1.8. Middleware layer

This layer hides the heterogeneous details of smart
things in the application layer and makes a bridge between
them. It provides the application Programming Interface
(API) for computation and data management. This layer
increases the interoperability of things and offers services to
the end-users. Many open-source solutions exist in the
market: OpenloT, Middleware, Hydra, FiWare, etc. [48]-
[51].

5.1.9. Application layer

Provides high-quality smart services to the customer
based on their requirement. For example, an in-vehicle
management system can send the acceleration and motion of
a vehicle when asked for it.

5.1.10. Business Layer

This layer maintains all 10T infrastructure activities
related to the entire system's application and business. It
prepares a Business Model or develops some graphs or
flowcharts constructed from the Application layer's data.

5.2. Proposed
establishment

The secure protocol stack of 10T is shown here (in Table
1), encountered during the literature survey.

loT protocol stack for the security

The physical layer contains the 10T objects. the main
duty of this layer is to maintain connectivity among all the
devices or objects. Physical networks connect them with
other objects or networks. Some popular protocols of these
layers are Ethernet, RFID tags, Rj-45, PLC, ODB2, IEEE
802.15.4e, etc. A few popular protocols, EEE 802.15.4e and
ZigBee, are generally used for personal area networks, local
area networks, and home area networks. RFID-based
protocols are also there, which include RFID, DASH7, NFC,
etc.

Network Layer uses different protocols for different
services, and they are IPv6, WirelessHART, RPL, NFC,
RFID, GSM, 6LowPAN, LoRaWAN, SIGFIX, BB-loT, etc.
Data Packets are addressed and routed appropriately through
the network layer.

The transport layer uses TCP/UDP, DTLS, TLS, QUICC
DTLS, etc., protocols for end-to-end security and data
transmission.

The application layer provides data formatting and
presentation. But before that, it establishes a session. This
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layer uses CoAP, MQTT, XMPP, AMQP, REST, etc.
Protocols.

The last layer, that’s Semantic layer, also uses different
types of protocols for different services. For data

aggregation, they may use MapReduce, Plume, etc. They
may use Hadoop and MongoDB for data storing and
retrieving. Overall, every kind of activity is maintained by
this layer.

Table 1. (Color online) 10T security protocol stack

Layers

Protocols Used

Services

Semantic Layer

MapReduce, RapidMQ, Plume

Aggregation

Hadoop, Hbase,
MongoDB

Storing or retrieving

Application Layer

CoAP, MQTT, AMQP,
DDS, XMPP

Session Establishment

Transport Layer

UDP, TCP, TLS, DTLS, QUIC, DTLS

End to End secure Communication

Network Layer

IPv6, 6LoWPAN

Addressing

WirelessHART,
RPL, NFC,
RFID, GSM, Z-WAVE, WiFi

Short Communication

LoRaWAN, SIGFOX, BB-1oT, WeightLess

Long Communication

Physical Layer

IEEE802.15.4¢, RFID Tags, PLC, Rj-45, ODB2

Connections

Table 2. Details of important Communication protocol

Type of Protocol Protocols for Advantage Disadvantage
Communication
RPL Slow Processing power Many attacks prone
NFC Simple structurer Work on the limited area
Bluetooth Less consumption Identity can be tracked
Sensor-Specific- Zighee Less consumption & low- | Transmission of a key is
P cost devices are used difficult
Network protocols i —_———
WiMax Use the proper | Mobility in a limited area
authentication method
WiFi Efficient & mobile in| Reachability is very limited
nature
Gateway-specific- 6LoWPAN Slow Processing power Lack of Authentication
network protocols support
3G/4G/5G portability Battery backup is very less
6. Conclusion

From the research analysis, it can be concluded that
most 10T communication protocols are of two types. One is
Sensor-specific-network protocols (which are used within
0T devices for communication purposes), and the other is
Gateway-specific-network protocols (which are used to route
the data from the internet or LAN to low power lossy
network or vice versa). Table 2 shows the advantages and
disadvantages of most communication protocols used more
frequently to provide secure communication in loT
deployment.
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In the last few years, there has been a huge evolution in
the 10T field. But still, 10T system is facing lots of threats
and challenges from different sides. Here, the in-depth
review and analysis of the IOT structure, its security aspect
and requirements, and the cause of wvulnerabilities are
elaborated. in addition, the research status in the security-
privacy, encryption mechanism, and communication security
of 10T infrastructure is discussed here. Furthermore, an
improvised security architecture for loT paradigms is
proposed, which can enhance the security downside of the
loT framework, and a combined secure protocol stack is
elaborated.
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